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 Internet and Social Media Safety Tips 
 
Social Media (Facebook, Instagram, Twitter, TikTok, etc.) 

 Restrict your account permissions so that your personal details and posts are not public.  

 Do not tag people in pictures or other posts without their permission.  

 Do not post pictures and information alerting people that you are currently on vacation. 
Wait until you return to share pictures and highlights over social media.  

 
Online Property Tax Websites 

 If your county makes property tax information available online, such as AccessDane, you 
may be able to remove your name from displaying with your property address.  

 
General Computer and Internet Tips 

 Make sure your online passwords are complex and changed regularly. 
o Pro tip: A space can be used as one of the characters in most passwords.  
o Pro tip: Use the first letter of each word in a favorite saying or song lyric. Swap 

out a few letters for symbols ($ instead of S or # instead of H) to increase the 
strength of the password. 

 Use a password manager to create and store strong passwords. 

 Use two-factor authentication whenever available. This requires verification by text 
message, email, or phone call before allowing access to a website.  

 Update your computer operating system and internet browser regularly to ensure you 
have the most recent security updates and patches installed.  

 Consider creating a separate email address that you only use for online shopping.    

 Watch for phishing scams, fake virus alert popup ads, and messages asking you to call a 
phone number or install software to unlock your computer.  

 If you use WIFI at home, make sure your network is password-protected.  Consider 
creating a second password-enabled WIFI network for visitors and guests.  

 Do not shop or conduct financial transactions on public or unsecured WIFI networks. 
Use your cellphone as a hotspot, or bring a portable hotspot when you travel to create a 
more secure WIFI network.  

 Treat your cellphone like a computer and keep all software and apps up-to-date. 
 
Public Government Records  

Court filings, voter registration, real property and tax assessor records, recorded liens and 
mortgages, driver’s license records, motor vehicle records, telephone directories, real estate 
listings, birth records, marriage records, divorce records, death records, professional license 
filings, recreational (hunting and fishing) licenses, and census demographic information are all 
publicly available in various states.  
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THE MARSHAL’S OFFICE DOES NOT RECOMMEND OR ENDORSE ANY 

SPECIFIC PRODUCTS OR BRANDS – the information below is provided as examples of 

available products 

 

Deleting a digital footprint can be challenging. Following the attack on U.S. District Court Judge 
Esther Salas’ home that resulted in the death of her son and injuries to her husband, there have 
been more avenues to assist with monitoring and deleting information. 
  
You can certainly do your own due diligence in removing your information online, however it is 
an ongoing process. I would encourage judges to find a service, such as one listed below, to do 
the work for them. 
   
 

DeleteMe app  

DeleteMe removes your personal information (like name, address, age, phone numbers, email 
address, and photos of your home) by removing it from the source. Removing personal 
information from data broker websites reduces your online footprint and keeps you and your 
family safe.  
https://joindeleteme.com/?coupon=DATA20&utm_source=google&utm_medium=cpc&utm_ca
mpaignid=6492391628&utm_adgroupid=77598070786&utm_keyword=delete%20me&utm_de
vice=c&utm_content=621371624108&utm_matchtype=b&utm_campaign=GoogleAds_Search_
Branded&utm_adgroup=Brand_Term_Only&gclid=EAIaIQobChMIufr_kbOp_gIVc_3jBx0fMwVhE
AAYASAAEgIMv_D_BwE 
 
Helpful information: https://www.youtube.com/watch?v=7zXL0O3_z3g 
 
This following contact is a representative for Judges choosing DeleteMe 
Nick Stephenson 
Privacy Specialist, Public Sector 
DeleteMe | Online Privacy Starts Here 
Phone: (801) 376-2212 
Nick.Stephenson@joindeleteme.com 

 

OneRep 
OneRep is a tool for automatically removing your personal information and data from data 
scrapers, data brokers, and data aggregators. OneRep works like an antivirus software. Each 
month it scans 100+ data scrapers and brokers and will request removal on your behalf. 
https://onerep.com/?adgroup_id=122300553341&campaign_id=14132920453&utm_source=g
oogle&utm_medium=cpc&utm_term=onerep__537156724978&utm_content=122300553341&
utm_campaign=OneRep_GS_OneRep_new_d&gclid=EAIaIQobChMImvmfk7up_gIVsCazAB0O8w
x1EAAYASAAEgKo6PD_BwE 
 
Helpful information: https://www.youtube.com/watch?v=85SF6f32U94 
 

Dataseal.io  
Dataseal.io is an automatic bulk data opt-out service, removing your information from the 
largest people search sites and data brokers across the web. 

https://joindeleteme.com/?coupon=DATA20&utm_source=google&utm_medium=cpc&utm_campaignid=6492391628&utm_adgroupid=77598070786&utm_keyword=delete%20me&utm_device=c&utm_content=621371624108&utm_matchtype=b&utm_campaign=GoogleAds_Search_Branded&utm_adgroup=Brand_Term_Only&gclid=EAIaIQobChMIufr_kbOp_gIVc_3jBx0fMwVhEAAYASAAEgIMv_D_BwE
https://joindeleteme.com/?coupon=DATA20&utm_source=google&utm_medium=cpc&utm_campaignid=6492391628&utm_adgroupid=77598070786&utm_keyword=delete%20me&utm_device=c&utm_content=621371624108&utm_matchtype=b&utm_campaign=GoogleAds_Search_Branded&utm_adgroup=Brand_Term_Only&gclid=EAIaIQobChMIufr_kbOp_gIVc_3jBx0fMwVhEAAYASAAEgIMv_D_BwE
https://joindeleteme.com/?coupon=DATA20&utm_source=google&utm_medium=cpc&utm_campaignid=6492391628&utm_adgroupid=77598070786&utm_keyword=delete%20me&utm_device=c&utm_content=621371624108&utm_matchtype=b&utm_campaign=GoogleAds_Search_Branded&utm_adgroup=Brand_Term_Only&gclid=EAIaIQobChMIufr_kbOp_gIVc_3jBx0fMwVhEAAYASAAEgIMv_D_BwE
https://joindeleteme.com/?coupon=DATA20&utm_source=google&utm_medium=cpc&utm_campaignid=6492391628&utm_adgroupid=77598070786&utm_keyword=delete%20me&utm_device=c&utm_content=621371624108&utm_matchtype=b&utm_campaign=GoogleAds_Search_Branded&utm_adgroup=Brand_Term_Only&gclid=EAIaIQobChMIufr_kbOp_gIVc_3jBx0fMwVhEAAYASAAEgIMv_D_BwE
https://joindeleteme.com/?coupon=DATA20&utm_source=google&utm_medium=cpc&utm_campaignid=6492391628&utm_adgroupid=77598070786&utm_keyword=delete%20me&utm_device=c&utm_content=621371624108&utm_matchtype=b&utm_campaign=GoogleAds_Search_Branded&utm_adgroup=Brand_Term_Only&gclid=EAIaIQobChMIufr_kbOp_gIVc_3jBx0fMwVhEAAYASAAEgIMv_D_BwE
https://www.youtube.com/watch?v=7zXL0O3_z3g
mailto:Nick.Stephenson@joindeleteme.com
https://onerep.com/?adgroup_id=122300553341&campaign_id=14132920453&utm_source=google&utm_medium=cpc&utm_term=onerep__537156724978&utm_content=122300553341&utm_campaign=OneRep_GS_OneRep_new_d&gclid=EAIaIQobChMImvmfk7up_gIVsCazAB0O8wx1EAAYASAAEgKo6PD_BwE
https://onerep.com/?adgroup_id=122300553341&campaign_id=14132920453&utm_source=google&utm_medium=cpc&utm_term=onerep__537156724978&utm_content=122300553341&utm_campaign=OneRep_GS_OneRep_new_d&gclid=EAIaIQobChMImvmfk7up_gIVsCazAB0O8wx1EAAYASAAEgKo6PD_BwE
https://onerep.com/?adgroup_id=122300553341&campaign_id=14132920453&utm_source=google&utm_medium=cpc&utm_term=onerep__537156724978&utm_content=122300553341&utm_campaign=OneRep_GS_OneRep_new_d&gclid=EAIaIQobChMImvmfk7up_gIVsCazAB0O8wx1EAAYASAAEgKo6PD_BwE
https://onerep.com/?adgroup_id=122300553341&campaign_id=14132920453&utm_source=google&utm_medium=cpc&utm_term=onerep__537156724978&utm_content=122300553341&utm_campaign=OneRep_GS_OneRep_new_d&gclid=EAIaIQobChMImvmfk7up_gIVsCazAB0O8wx1EAAYASAAEgKo6PD_BwE
https://www.youtube.com/watch?v=85SF6f32U94
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https://dataseal.io/ 
 
Helpful information: https://www.youtube.com/watch?v=4q5dxt5EYRc 
 
 
 

LifeLock 
LifeLock offers three standalone identity theft protection plans that include dark web 
monitoring, alerts to credit card fraud, credit scores from the major credit bureaus, and other 
key features. These plans can be tailored for individuals, couples, and families. 

https://lifelock.norton.com/lp/sem/semidt-b-mbg-
lsa?om_sem_cid=hho_sem_sy:us:ggl:en:e:br:ll:621513585273:c:google:181412744:874612018
4:aud-446594959145:kwd-
2183980289&promocode=BSEM60MBGCBU&utm_source=google&utm_medium=cpc&utm_ca
mpaign=181412744&adgroup=8746120184&utm_term=lifelock&targetid=aud-
446594959145:kwd-
2183980289&matchtype=e&utm_content=621513585273&network=g&device=c&adp=&testgr
oup=&pgrid=8746120184&ptaid=aud-446594959145:kwd-
2183980289&gclid=EAIaIQobChMIhOXzgLSp_gIVnh6zAB3F0gbzEAAYASAAEgLeK_D_BwE&gclsrc
=aw.ds 

 

Helpful information: https://www.youtube.com/watch?v=1TVWdPw38qY 

 

Incogni 
Incogni is a subscription-based service that helps users exercise their right to make data brokers 
delete their personal information. Incogni automatically removes users’ data from hundreds of 
data brokers’ databases and conducts regular sweeps to ensure brokers don’t add the 
information again. 
 
https://incogni.com/about-us 

 

Helpful information: https://www.youtube.com/watch?v=xfe8hhekUN8 
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